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1 Introduction

1.1 Purpose

This document provides the instructions that must be followed to install Version 7 of the FortiClient
software.

1.2 Audience

This document has been drafted for Indra's staff using the FortiClient software to gain remote
access via the Mobility portal in_any region, except for LATAM.

2 Downloading the software

Download the latest version of the installation files from the corporate website:

https://www.indraweb.net/languages/es-es/sistemasinformacion/Paginas/Forti.aspx

Download the version of FortiClient corresponding to the Operating System installed on your computer:

e Windows 32bits x86 or x64: download the .exe or .msi file
e MacOS: download the .dmg file

e Linux Debian: download the .deb file

e Linux-Red Hat: download the .rpm file

l n d rawe b Search people, documents... ( Q' @/\'7_'{1 -[_1 @ e Sign off

We are Indra v Information systems People v Communication v Open University w

Indraweh\ Information systems\ FortiClient VPN Software Version 7

Information systems

FortiClient VPN Sofltware Version 7

Users using remote access with Fortinet are required to update the version of FortiClient VPN Software to version v 7. This
version allows client licensing and Double Facior Authentication (MFA) application.
Installation instructions:
= File with instructions
Executables to be download depending on the Operating System version:
« Windows 32-bit
« Windows 64-bit
« macOs
= Linux Debian

« Linux-Red Hat

in d ra FortiClient software installation instructions 3


https://www.indraweb.net/languages/es-es/sistemasinformacion/Paginas/Forti.aspx

3 Installing the software

Check for a previous version installed in your computer before installing the software. If a previous
version is installed, it must be fully uninstalled.

If the "Update" option appears when you run the installation file, interrupt the process and uninstall
the previous version first before proceeding.

#5 Upgrade FortiClient - >

Ready to upgrade

Click Upgrade to beqin the upgrade. Click Cancel to exit the wizard.

DON'T UPGRADE!!!

sk [ upfee | | cone
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After making sure that no previous version of FortiClient is installed, launch the installation file for
a clean installation. This is a "guided" installation, so you only need to accept the license
agreement and follow the setup instructions. You will not be asked to install additional features.

1 FortiClient Setup - X 1 FortiClient Setup - b4
Destination Folder

Welcome to the FortiClient Setup Wizard Click Next to install to the default folder or dick Change to choose another.

The Setup Wizard will install FortiClient on your computer. Click MNext to continue Install FortiClient to:

or Cancel to exit the Setup Wizard.

IC:\Drogram Files\Fortinet\FortiClient}
Change...

‘fes, I have read and accept the | License Agreement Cancel Back Cancel

1 FortiClient Setup - x 77 FortiClient Setup - x

Ready to install FortiClient

Completed the FortiClient Setup Wizard

Click Install to begin the installation. Click Back to review or change any of your Click the Finish button to exit the Setup Wizard.
installation settings. Click Cancel to exit the wizard.

Back ] Install ] Cancel Back Cancel
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4  Configuring FortiClient

4.1 Zero Trust Telemetry — License

The icon will appear in the taskbar after the software has been installed. Right-click on the
icon and select "Open the FortiClient console."

The connection status with the license server will appear on the "Zero Trust Telemetry" option.
The status "Cannot be reached" may appear after installation. It must change to "Connected"
after a few minutes.

1@ FortiClient - Zero Trust Fabric Agent - X
File Help

R FortiClient - Connected
@ FortiClient - Conectado Zero Trust Fabric Agent
Zero Trust Fabric Agent
=1 Centrally Managed by EMS
&
=1 Administrado centralizadamente por EMS R —— S Staws O Gomected |2
E® Estado: © Noskanaable (Desconectar] = R0 FortiCllent EMS

IP: MADCPVFORTIEMS.indra.es
Site Name: Default

NA ZERO TRUST TELEMETRY

Host MADCPVFORTIEMS.indra.es

SN FCTEMSB821003252
Telemetry Next in 26 sec

If the connection is not established automatically with the server, the option to enter the address
manually will appear. Enter the following address and force the connection by clicking on
"Connect:"

MADCPVFORTIEMS.indra.es

@ FotiClient - Zero Trust Fabric Agent - x @ FortiClent — Zero Trust Fabric Agent - X
Fle Felp

File Help

g FortiClient - Disconnected R @ FortiClient - Disconnected

Zero Trust Fabric Agent Zero Trust Fabric Agent

il Register with Zero Trust Fabric
8 Enter Server address or Invitation code:

[Server address or Invitation code: Connect] = X

=l Resister with Zero Trust Fabric
$©_Enter Server address or Invitation code:

MADCPVFORTIEMS Ingra es Connect || = X

O TRUST TELEMETRY
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4.2  Zero Trust Telemetry — License (Linux)

The connection to the EMS service must be forced in computers with Linux installed.

Enter the address and force the connection by clicking on "Connect:"
MADCPVFORTIEMS.indra.es

@ FortiClient -~ Zera Trust Fabric Agent - X @ FortiClient — Zero Trust Febric Agent

@ FortiClient - Disconnected

Zero Trust Fabric Agent

@ FortiClient - Disconnected

Zero Trust Fabric Agent

g Register with Zero Trust Fabric
19 Enter Server address or Invitation code:

[Server address or Invitation code: Connect] = X

=y Register with Zero Trust Fabric
@ _Enter Server address of Invitation code:

TRUST TELEMETRY

MADCPVFORTIEMS Ingra es Connect [} = %
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4.3 Remote Access - Setup

To configure the Mobility portal, click on the "REMOTE ACCESS" option and then on "Configure
VPN."

@ FortiClient -- Zero Trust Fabric Agent

r
L}, REMOTE ACCESS D

File Help

Configure VPN

The remote access must be configured with the following information, as shown in the image
below:

Connection name: INDRA — Mobility

Remote Gateway: https://eu.easyworking.indra.es/mobility
Enable Single Sign On (SSO) for VPN Tunnel: Enabled

@) FortiClient -- Zero Trust Fabric Agent
File Help

x
(x
New VPN Connection
R v [l S
Connection Name ‘lNDRA - Mability ‘
Description \ ‘
I Remote Gateway https:fleu easyworking indra_esimobility I x

L} REMOTE ACCESS [ Customize port
Enable Single Sign On (SSO) for VPN Tunnel

D Use external browser as user-agent for saml user authentication

indra
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https://eu.easyworking.indra.es/mobility

5  Submitting incidents

Contact the USC in any region to submit incidents detected during the installation or setup
process.
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Miguel Yuste, 45
28037 Madrid, Spain

indracompany.com
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